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Introduction

Overview

The MIU-1000is a stanehlone data server designed to process and serve data
received from wireless Point sensors. M&/-1000receives data packets from

Point Sensors, processes the data and makes the data available via command,
asynchonous transmissions and through dynamic HTML (viewable from a standard
web browser). Commands can be sent over any dfitbel0066 s me di a:

2 serial ports,
Ethernet (TCP/IP), and
900 Mhz/2.4 Ghz command radio (optional).

The MIU-1000contains a timefaday clock, battery backed RAM, and flash
programmable memory. Itis fully configurable, both locally and remotely. It can
store configuration information for up to 100 sensors having a combined maximum
of 250 1/O points.

The MIU-1000has several optianfor receiving Point sensor data:
Internal:
418/433 Mhz Receiver, or

900 Mhz/2.4 Ghz radio (used with 900 Mhz/2.4 Ghz Point sensors,
and Point Repeaters)

External:
418/433 MhzMIU-1000receiver,
418/433 Mhz high performance receiver,

900 Mhz/2.4 Gh TZR transceiver (used with 900 Mhz/2.4 Ghz Point
sensors, and Point Repeaters) (option ovttig-1000

direct serial

The MIU-1000was built with the flexibility needed to satisfy varied user
requirements. Conceptually there are several modes oftiopetfzat allow the user
to balance simplicity, costs, precision, and timeliness.

Monitoring - The easiest way to get information from ¥#&J-1000is to view the
current sensor values. This can be accomplished with a Web browser (no software
coding requied) or polling by a host. Both alarms and data are available.

Introduction § 7



Collectingi Snapshots of the current sensor values can be periodically stored in a
Historical Log. The snapshots can be retrieved for later analysisMTh& 000
can be thought of as amete data logger.

Concentrating Key changes in a sensor reading, sensor age or system parameters
can trigger records to be logged into an Event Log.

Notifyingi Each event can be configured to triggeri& -1000to notify a host.

The MIU-1000can noify a host by either pushing a connection through the Ethernet
(TCP/IP), command radio or one of the two serial ports. Miug-1000can be
configured to notify up to 5 host destinations trying each destination until the event
is confirmed delivered. THdIU-1000can also send emails using SMTP to send
text messages to destination hosts notifying them of events.

Controli TheMIU-1000has several buiiin control functions. Outputs are used to
control the output sensor. Outputs can be tied to everltesahen an event fires
theMIU-1000can send an output action. Timers are used to send outputs at precise

interval s. iMatchesod are used to trigge
functions. Scheduled Outputs are used to set an output basedyoof avéak
schedule.

The MIU-1000is a data logger that can be used to store data whiMItthel000is

not connected to a host computer. The-tagging feature can be used in
applications where the connection is temporary and short or not 100 petizbie.
The dataogging feature can be used as a backup in case communications is lost
through the Ethernet connection. TW#J-1000stores a snap shot of all the current
readings of the sensors in a Historical Log at preset intervals of time.

TheMIU-1000contains the ability to generate events (exceptions) and alarms. The
MIU-1000can detect conditions with the sensor or the internal system that will
generate events. The events can be logged to an Event Log and can inikété-the
1000to push a ennection through the Ethernet, command radio or one of the two
serial ports to a host computer. The host computer then does not need to be always
connected and polling thdlU-100Q TheMIU-1000can inform the host of the
exceptions by establishing thennection itself.

TheMIU-1000can deliver the Historical and Event Log records to a web server in
XML form. TheMIU-1000can initiate the process periodically or when an alarm
occurs. This functionality makes it easy to haveMiid -1000deliver datafom

behind a firewall (théMIU-1000looks like to the firewall a Browser that is running
on a PC). Having the data in XML format makes it straight forward to process the
data by the web server.

PointWare is an application designed to manage and maintadrdds oMIU -
100Gs. Ask your dealer from more information about this application.
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Models

Model Media Description
MIU-10007 900 | Ethernet Port MIU-1000is ready to receive
2 Serial Ports transmissions from 900 _Mhz
sensorand 900 Mhz Point
Built in 900 Mhz Repeaters. (Shown on cover pa
transceiver of manual.) Commands can be
received and output packets or
strings can be sent.
MIU-10007 418 | Ethernet Port The built in receiver only receive
2 Serial Ports data from 418 Mhzensors.
Command cannot be sent throug
Built in 418 Mhz this receiver.
Radio
MIU-1000 Ethernet Port CE approvals
433/2.4CE Built in 433 Mhz MIU-1000can receive sensor da
receiver and 2.4 Ghz| through both 433 Mhz and 2.4
transceiver Ghz radios. Commands can be
received anautput packets or
strings can be sent through the 2
Ghz transceiver
MIU-1000 Ethernet Port MIU-1000can receive sensor da
418/906MR . ) through both 418 and 900 Mhz
1 Serial Port .
radios. Commands can be
external modem !
ready reqelved and output packets or
strings can be sent through the
Built in 418 Mhz 900 Mhz transceiver. Through th
receiver and 900 Mh; serial port theMIU-1000is ready
transceiver to support an AT modem: dialup
or cellular.
MIU-1000 Ethernet Port Same as th®1lU-1000418/900
418/900MR- . ) MR with additional UPS power
UPS 1 Serial Porti

external modem
ready

Built in 418 Mhz
receiver and 900 Mhj

transceiver

Introduction 9
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Connecting the MIU-1000

Overview: Connecting

The MIU-1000has four communication ports: EtherT&@P/IP, builtin 900/2.4
Mhz/Ghz Radio and two serial RS232 ports. M& -1000will respond to

commands on all four ports. TMiU-1000can place calls or make connections to a
host computer through each of these ports. Mt&-1000with the builtin 418/433

Mhz receiver can only receive sensor data. It cannot process commands or initiate
connections through this port. Before usingkti&)-100Q you should carefully
evaluate the communication resources available at the site whéiéth#000will

be installed.

Ethernet Port

Power Connectio

Local Serial Port Ethernet Link

Power & Activity Receiver Serial Pori

Connecting the MIU-1000 q 11



Setup & Startup

If you have aMIU-1000Receiver, connect it to th¢lU-10000 s Recei ver Por
the provided serial cable. Depending on your module thread theesipptienna to
the antenna connector either to MiJ-10000r to theMIU-1000Receiver.

If using Ethernet, connect the B3 cable to th&1IU-1000(use a straight when
connecting to a LAN; use a crossover cable when connecting directly to a PC). The
green light will light if there is an active Ethernet connection

Connect the provided power supply to MgJ-100Q If you are using MIU-1000
Receiver, power can be connected either tdvité-10000r theMIU-1000

Receiver. If the power supply needbtoreplaced, use a power supply that can
deliver 6 to 12 volts DC and a minimum of 600 milliamps at 9 volts. When power is
applied, theMIlU-1000will turn on the red light on both components. The red light
indicates that th#11U-1000is functioning. TheMllU-1000also uses the red light to
indicate reception of a packet from a Point sensor. Mikke-1000will blink the red

light momentarily indicating a packet has been received and processed.

NOTE: If you are using the buiin 418/433 Mhz receiver or thexternalMIU-1000

Receiver, install antenna or the receiver unit as far away as possible (minimum of 2

feet) from theMIU -1000and any high speed electronics equipment. These devices

can radiate noise at 418/ 433 Mhfamahck.at wi |

Etherneti TCP/IP

LAN Connection

In order for theMIU-1000to communicate TCP/IP, it needs an IP address, network

mask, and possibly a gateway address. You may need to consult with your network
administrator to determine these parameters.n@sare you will have to change
theMIU-10006s default | P address: I P addr ess
255.255.255.0, no gateway address and port 1000. You can change this setting using
the ACI SO command through anyeedtbusée he con
the Ethernet port to change this setting

Example

Command: <"B>C|S192.168.1.46,255.255.255.0,192.168.1.200<CR>
Response: <"B>C|S192.168.1.46<CR>

Remarks: set | P address to fAl192.1
to085255.255. 00 and gateway to Al
<"B>is STX (02H). Press Ctrl and B using a terminal emulation program.
<CR>is ODH. Press Enter using a terminal emulation program.

1.460,
168. 1. 2

o v
ocC
=i oy
B
@
—

6 8.
92.

Connect youMIU -1000through its Ethernet port to the LAN with a straitfirough

Et hernet cable (10baseT). The OEtherne
Ethernet physical connection. To test if the connection is valid arMdIthel000is

set up properly, use the Ping utility on your computer and pinyltbe1006 s | P
address. Use your Internet browser to viewhtd -1000HTML information.

TheMIU-1000c an push a connection to a host c«
to set the host name or IP address of the host computer and the port number. To
verifythatths connection will wor MU-1G0@o niakee @/ PO
the connection to the host computer. (You will need the host computer set up

properly and an operator to verify that the connection was successful.)

1 Connecting the MIU-1000 Point Manager Manual



Example

Command: <"B>CMS5,60(T64.256 .97.29:1000)<CR>
Response: <"B>CMS5<CR>

Command: <"B>P1<CR>

Response: <"B>P1<CR>

Remarks: the first command sets up the MIU- 1000 with the IP address of
the host computer. The second command tells the MIU- 1000 to push
(call) a connection to the host comput er using the assigned IP address.

Note: theMIU-1000will automatically terminate the connection if it does not
receive a command within the Inactivity Timeout, which is 1 minute.

Direct to PC

TheMIU-1000can be connected directly to a computer througt&thnernet port by

a crossover network cable (10baseT). You may need to change the TCP/IP settings

on your PC and/or the settings in #J-100Q The default address for tMU -

1000is 192.168.1.55, subnet mask of 255.255.255.0 and port 1000. Yaeedl

to set the comput er 6 MUd@tbrse s btn@e ta o ra ddre
MIU-10006s address to match the computero6s
settings on a computer running the Windows operating system, follow these steps:
selectthed | | owi ng 06 GCodletviorke!l TERHN E&¢IP6; select th
service for your netwbobPk  AddreéessoéhoobeobE
I P Addressd (example: 192.168.1.40 255
subnet mask and IRldress. Restart the PC and run WINIPCFG or IPCONFIG to

verify changes. When finished changing the IP address and connecting the computer

to theMIU-100Q use the Ping utility on your computer and pinghtie)-1000to

verify your settings and connectiohlse your Internet browser to view theU -

1000HTML information.

Note: theMIU -1000will automatically terminate the connection if it does not
receive a command within the Inactivity Timeout, which is 1 minute.

Browser

Once you have youllU-1000conneced and configured for TCP/IP

communications, start the browser on your computer and entsithd00® s | P
address where you would normally enter an URL (Ex. Address: 192.168.1.55). If

you have successfully made the connection, your browser should lehditet

fiMIU-1000 and a header row for the sensor t

Connecting the MIU-1000 q 13



Serial Ports

The MIU-1000has two Serial ports. Each port can receive packet information from

a receiver or receive commands and send responses. The Receiver Port is ready to
beconnected to an external receiver. The Receiver Port is an RS232 DTE device
and requires a NULL modem cable to connect to a computer. The Local Serial Port
is designed to be a maintenance port. A special cable is available as an option to use
to connetto the Local Serial Port of tHdlU-100Q The cable has an DB9

connector at one end and a phono connector at the other. Plug the male phono
connector into the coNUda@@ Connectthe@BO9ed @ Se
connector to the Serial port thfe host computer. For both pom#U-1000uses

RS232 communication parameters of 19200 baud, 8 data bits, 1 stop bit and no
parity. TheMIU-1000does not use any of the RS232 handshaking lines or the
standard software handshaking. The Local SeridliPan RS232 DCE device.

The Local Serial Port is referred to as the Serial 1 (the primary port) and the

Receiver Port is Serial 2.

Note: theMIU-1000will automatically log out a user (if a login password is
configured) if it does not receive a commanithin the Inactivity Timeout, which is
1 minute.

Command Radio (Option)

The Command Radio is a 900 Mhz/2.4 Ghz transceiver used to receive sensor

packets from 900 Mhz/2.4 Ghz sensors and Point Repeaters and send commands to
theMIU-100Q Us e conmand fioGeR ihe radio parameters. All 900

Mhz/2.4 Ghz sensors and Point Repeaters must be set to the same radio parameters.
The default parameters are 5050 for the
(Channel 7).

Modem Support (Option)

Modem Usage

TheMIU-1000will support an external modem that uses the AT command set. The
MIU-1000will set up the modem to listen for incoming connection attempts and to
initiate connection attempts. The modem port is an RS232 DTE device with the
following handshaing lines supported: DTR for entering command mode or hangup,
DCD to determine if there is a connection, and CTS and RTS for data flow control.
The default communication parameters are 19200 baud, 8 data bits, no parity and 1
stop bit. Use a straigiihru DB9 RS232 cable to connect thi¢U -1000and the

modem.

The MIU-1000has built support for two modems: AT Hayes compatible dialup
modem, MultiTech MultiModem GPRS Wireless Modem and the Enfora GSM1218.

1 Connecting the MIU-1000 Point Manager Manual



Other modems can be used simply by modifying thdenmocommand strings of the
MIU-100Q

Once a connection is made, téJ-1000will support all theMIU-1000commands.

Pl ease see the following commands for mo
I MMO . The appendi x secti on ecaboutlhevdo A Mo d e
use a modem witMIU-100Q

Connecting Directly to the Modem Port

You can connect directly to the serial port with a computer or some other processor.

The default baud rate is 19200 baud (no parity, 8 data bits and 1 stop bit). The flow
control handshake lines are available and active but are not required. The host

computer can then sedlU-1000commands. After the Inactivity time has elapsed,

the MIU-1000will send the ATZ modem command and enter the Initialization State.

If the MIU-1000 receives aMlU-1000command, then thigllU -1000will enter the

Connected state. Any application that uses the Modem Port directly through the
RS232 connection, must be able to tolera
a ANULL mo de mocttioellb{1@00wittoa hosbconmpater.

You can also attach a receiver such as a Point Host or Point Transceiver to the
Modem Port.
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Common Software Tools

Software

PointWare is an application designed to manage and maintain hundhti$-of
100Gs. Ask you dealer from more information about this application.

The interface to thmlU-1000was designed to meet common standards and be easy
to use. You can use common software that either comes with your operating system
or can be purchased to diagnose comprablems and to communicate with the
MIU-100Q You can use eommunication program that has terminal emulation to

get familiar with theMlU-1000commands and communications. Once you are
familiar with the commands, you can automatedbmmunications using common
development programming languages.

Here are some examples of common software:
Microsoft Windows
Pingi simple program to test the TCP/IP connection.

Telneti simple program to send commands and see responses via TCP/IP.
Note:MIU-1000uses port 1000 as default.

Winipcfgiut i I ity that shows the computer
Ipconfigiut i | ity that shows the computerd

HyperTerminall provides terminal emulation program to communicate via
TCP/IP and serial ptr Note: HyperTerminal can answer calls via
TCP/IP but does not work very well with tMiU-1000in this mode
because HyperTerminal echos characters it receives.

Procommi third party prograni provides terminal emulation to
communicate via TCP/IP and gdmport.

Note: The easiest way to configure a sensor is to read the default information and
then copy that string to a text editor, edit it, and copy it back to the communications
program. Remember to remove the parameter specifying type.

Other Operating Systems
Pingi simple program to test the TCP/IP connection.

Telneti simple program to send commands and see responses via
TCP/IP. NoteMIU-1000uses port 1000 as default.
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MIU-1000 Functions

Overview of MIU-1000 Functions

Broadly speaking, thEllU-1000has two main functions: Data Acquisiton and

Control.
Data Acquisition
Ethanet Serial Modem (opt.) 900 M:rzelifledrir(])a(li)nternal
TCP/IP

A A

Email

Dynamic
Pass Thru
HTML & Pass Callout

Thru Media Table
\ Calout
Table

Command Processor

Y

Event & Alarm Event Log Current /O —»  Historical
Processor Readings Log

XML Delivery ‘%

Point Sensor
Packet Processor

900 Mhz Radio (internal / 418 Mhz Receiver

or external) (internal or external)

MIU-1000Data Acquisition Function Diagram
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The Web Pages

MIU-1000displays a menu at the top of the pageu ¥an select either 1/0 Status
(which is the default file), Events or Controls. 1/O Status page shows a list and the
state of the 1/O that are set up. The Events page shows the events in the Event Log.
The Controls page shows the status of the Schedugput controls. The Controls

page is described more fully in the Controls section.

In the menu section, tHdlU-1000also shows the name of tfdU-1000and the
date and time when the page was created.

I/O Status

The following is an example illustratirthe 1/0O Status page on your browser:

A Point Server - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,','
Store 202
04/20/04 08:10:05 (UTC -5)
1/O Status Events Control Status
I/O Status

Sensor ID Age Srv Last Reading Units
Blocked state

Entrance Counts | 000000006C306030 | 1 2146 count

8713267 opens
6659340 count

Water Meter | 0000000000 1FODAS | 15 g v
112 sec
0.0 Rate
Tnside RE  D40000000BIFED28 | 26 o il
69.8 F
Blocked state
ACounter | 000000004C206030 | 3 0 St
1590622  lopens
29 count
732 F

SFastCntTemp | 0000000000309E50 | 1
114 sec
0.0 Rate

The 1/0O Status page has the following fields or columns:
Sensofi hame given to the sensor
ID T serial number of the sensor

Agei number of seconds since the last reading was received (0 to 65535)
66 i ndi c aMI@-5000hds aever redeieed a transmission from
the sensor.

Srv- sensor data was transmitted in response to the service button being
pressed on the transmitter.

Last Reading shows the data from the sensomlck I/O point is shown a
separate line.
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Unitsi units of the readings.
The web page is automatically refreshed every 15 seconds.

MIU-1000wi I I show that a sensor is in a fAst
in the color yellow. ThéIU-1000will indicate the specific concern by showing the
text red.

The MIU-1000displays Analog and Integer 1/O point data in engineering units.

Not e: I f the string ABAD CFMEH10008 di spl ay
indicating that there is error in the setuptlte sensor. The I/O point type defined
by the setup does not match the 1/O point type of the physical sensor.

Example

This example shows how to construct the sensor table and shows the rééilting
10000utput on the 1/O Status page.

Command: <"B>CSC<CR>

Response: <"B>CSC<CR>

Remarks: Clear the sensor table of all sensors.

Command: <"B>CSS1,D40000000B1FBD28,Inside RH(A1.0,0,%RH,0,0,0)
(A0.1125,32,F,1,0,0),2<CR>

Response: <"B>CSS1<CR>

Remarks: Confi gure this sensordés |/ O points. Tlhe fir:
Analog with scale 1, offset 0, units %RH, and decimal places 0. The
second I/O point is scale 0.1125, offset 32, units F (degrees

Farenheit) and decimal places 1.

<"B> is STX (02H). Press Ctrl and B using a terminal emulation program.
<CR>is ODH. Press Enter using a terminal emulation program.

A Point Server - Microsoft Internet Explorer

File Edit View Favorites Tools Help .','
Store 202
04/20/04 08:19:10 (UTC -5)
1/O Status Events Control Status
I/0O Status
Sensor D Age Srv Last Reading Units
Tnside REL D40000000B1FBD28 | 59 o
69.8 F
Remar ks : Here is the table with the

59 seconds since this sensor last transmitted.
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Events

The MIU-1000makes accessible events that are stored in the EvgntTieeMIU -
1000shows the latest events first and shows the events in descending order. The
MIU-1000shows 10 events at a time. You can move through the Event Log by
using the following links that at the bottom of the page:

Newesti theMIU-1000shows ke latest events. This the default page
when first select Events from the menu.

Previousi theMIU-1000shows the previous (older) events.
Nexti theMIU-1000shows the next (newer) events.
Oldesti theMIU-1000shows the first events that were logged.

The following is an example Event Report page:

3 Point Server - Microsoft Internet Explorer,

Links * | Markon Artiviras 1 - ;';'

File Edit \iew Favorites Tools  Help

PSOffice
09/12/03 10:48:40

LD Status Ewents Control Status

Event Report

Date/Time Message Name Value Info
0%/11/03 03:06:52 | Hvac Enable | TTnitl

0911403 02:51:42 |Low Unoccupy | Uhitl
0911/03 02:4%9:19 | Clamp Low | Tt
09/11/03 02:44:25 | Hwac Enable | Thutl
0911403 02:27:53 |Low Unoccupy | Thitl
09/11/03 02:25:48 | Clamp Low | Tt
09/11/03 02:20:30 | Hwac Enable | Tt
0911403 02:06:07 | Low Unoccupy | Tt
091103 02:03.37 | Clamp Low | Tt
09/11/03 01:58:34 | Hwac Enable | Tt

MNewest Previous

MNext Cildest

607 degF 85 zec
£3.7 degF

604 degF 85 zec
£3.3 degF

60.7 degF |85 sec
£3.8 degF
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Current 1/0O Readings

The current readings of the sensors can be obtained by issiilgta ¢ o mma n d .
MIU-1000will return the row number in the sensor table, the cameadings of the

sensors and flags indicating fAstate of ¢
at any time when there is a connection e
determine the number of sensors in the sensor table.

Example

Command: <"B>S<CR>

Response: <"B>S,2,na,na<CR>

Command: <"B>D1- 2<CR>
Response: <"B>D1- 2,FO600002FFFtrans.|F8|F2,0200021FTF69|F77.0<CR>
Command: <"B>D1- 2<CR>
Response: <"B>D1- 2,FO600008FFFtrans.|F8|F2,0200027FTF69|F77.0<CR>
Remar ks: AFO no system al ar ngoiFL S$X,t s0etlsan&a i 0

AFFOno sensor state of concern, no serviceifputton,
data with no I/ O Point state of <conceirn; Segond se
Humi dity/ Temperatufi a,g efj 0G0 Zhdsensor state of concern
but service button was pr essed, i F 6 9 |i FdAtd with 0o states of

concern.

Historical Log

The current readings from all the sensors can be stored as a record in the Historical

Log. TheMIU-1000creates these records periodically based on the History Interval

as set up by theser. TheMlU-1000can be configured, for instance, to log all the
current readings once an hour on the hou
I nterval . Use the AHRO command to read

The number of records the Htbsical Log can hold depends on the number of sensors
in the sensor table and the 1/0O Point types of these sensors. The following is a table
that illustrates the maximum number of records the Historical Log can hold with a
variety of sensor setups.

Sensor Scenario No. of Records
Available
1 Sensoi 1 1/0 point (ex. Point Temp) 12800
1 Sensoi 2 1/O points (ex. Point Humid) 10667
1 Sensoi 3 1/0 points (ex. Point Count) 7529
10 Sensors 2 1/0O points (ex. Point Humid) 2667
10 Seasorsi 3 1/O points (ex. Point Count) 1306
25 Sensor$ 2 1/0 points (ex. Point Humid) 1185
25 Sensor$ 3 1/0 points (ex. Point Count) 549
50 Sensors 1 1/O point (ex. Point Temp) 1185
50 Sensors 2 1/O points (ex. Point Humid) 615
100 Sensors 1 1/0 points (ex. Point Temp) 615

Number of Historical Log Records Available

I f the Historical L dviUs1900wilbrplleverthenew i s e x c e
records over top of the oldest records. The oldest records are then destroyed and not
accessible. Th®IIU-1000makes sure the most recent data is available. If gwu a
concerned about losing data, make sure you take the data before the Historical Log
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rolls over. You can have tidIU-1000notify you when the Historical Log is
approaching full. You will need to plan carefully the History Interval and how often
you wart to collect the data. Also thidlU-1000can be set up so that snap shots of
the current data can be logged in the Historical Log when an event occurs. Plan
carefully your usage of the Historical Log when using this feature.

I f the AFiI |l |eddheNMd-#080will stap loggimgadata to both the
Historical and Event Logs when either the Historical or Event Logs become full.
Use the ACESLO command to set this mode.

TheMIU-1000has several options for determining that a sensor is offline when

logging the history snap shot of the sensor values. WhevIthel000determines

that a sensor is offline or that the sensor values are not availaiéth€000will

use Anad for the sensor |/ O value. The
2) indicate offline by the max age value
indicate offline if sensor packet has not been received since the last history interval.

The following example illustrates how to collect the data from the Historical Log.

Forma e i nformation see the AHRO and AHCO
Example

Remarks: The following is an example of how to obtain the Historical

Log records. The MIU- 1000 was set up with 7 sensors: Analog with Data

(2 1/0 Points), Analog (1 I/0 Point), Analog (1 I/O Point), 3 )
Temperatures (1 I/0 Points each), and Humidity (2 1/0 Points)

Command: <"B>HR052701093110<CR> * request an early date
Response:
<"B>HR05270109311000,09040109232901,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,73|75.2<CR>

Command: <"B>HR09040109232901<CR>

Response:
<"B>HR09040109232901,09040109240001,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,74|75.2<CR>

Command: <"B>HR09040109240001<CR>

Response:
<"B>HR09040109240001,09040109250001,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,73|75.2<CR>

Command: <"B>HR09040109250001<C R>

Response:
<"B>HR09040109250001,09040109260001,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,74|75.2<CR>

Command: <"B>HR09040109260001<CR>

Response:
<"B>HR09040109260001,09040109270001,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,73|75.2<CR>

Command: <"B>HR0904010927 0001<CR>

Response:
<"B>HR09040109270001,09040109280001,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,73|75.2<CR>

Command: <"B>HR09040109280001<CR>

Response:
<"B>HR09040109280001,090401092901,0.00|qwertyui,0.78,1.12,74.3,74.3,78.
8,73|74.3<CR>

Command: <"B>HR090401 09290001<CR>

Response:
<"B>HR09040109290001,090401093001,0.00|qwertyui,0.78,1.12,74.3,74.3,78.
8,74|74.3<CR>

Command: <"B>HR09040109300001<CR>

Response:
<"B>HR09040109300001,09040109301901,0.00|qwertyui,0.78,1.12,74.3,74.3,7
8.8,73|74.3<CR>

Command: <"B>HR09 040109301901<CR>

Response: <"B>HR09040109301901<CR>

Command: <"B>HC090401093019<CR> * clear the Historical Log
Response: <"B>HC090401093019<CR>
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Events and Alarms

Events are ficonditions of coMUddO®m o t hat
system,sesor or the sensordds |1/ O Points. T h
of concerno. An event c¢an MJelOODimtigtgae d t o
connection with a host computer or trigger on output.

An Alarm is defined as an event thatdes thavilU -1000to place a call or push a
connection.MIU-1000can also send emails triggered by events. Any combination
of these actions can be specified.

Events indicate transitions in the systellU-1000c an al so show fAst af
concernoattehaa prnoddecss is in a state that
attention through the ADO command (get ¢
iStates of concernd may or may not produ

Event Log

The Event Log holds a collection of recordstttantain a date and time stamp of
when an event occurred and a message indicating the type of events.

The Event Log can hold about 7500 event records.

I f the Event L ogdsMId-a0etwil ioltower the sewaecards e d e d
over top of the olds records. The oldest records are then destroyed and not

accessible. Th®IU-1000makes sure the most recent data is available. If you are
concerned about losing data, make sure you take the data before the Event Log rolls
over. You can have thdlU-1000notify you when the Event Log is approaching

full. You will need to plan carefully the frequency of events being logged versus

how often you want to collect the data.

I f the AFil |l ed NJUO-tO8CWIl stop loggimeadaté te lboth the t h e
Historical and Event Logs when either the Historical or Event Logs become full.
Use the ACESLO command to set this mode.

The MIU-1000will also log changes to thdIU-1000setup as events. These events

then can be used as anandfordnobré informaéian.l . See
The following example illustrates how to collect the data from the Event Log. For
more information see the AERO and AECO c
Example
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Command: <"B>ERV06170122363100<CR> * select an early date
Response: <"B>ERV0617012236 3100,09250122330001 Service,2Humid<CR>
Command: <"B>ERV09250122330001<CR>

Response: <"B>ERV09250122330001,09250122332201

Change, 1ibtn,5300000008184C0C<CR>

Command: <"B>ERV09250122332201<CR>

Response: <"B>ERV09250122340401,09250122340701 High,2Humid,82.4
degF<CR>

Command: <"B>ERV09250122340701<CR>

Response: <"B>ERV09250122340701,09250122351001 Old,2Humid<CR>
Command: <"B>ERV09250122351001<CR>

Response: <"B>ERV09250122351001,09250122352401 Start<CR>

Command: <"B>ERV09250122352401<CR>

Response: <"B>ERV09250122352401<CR>

Command: <"B>E092501223524<CR> * clear the Event Log
Response: <"B>E092501223524<CR>

Remarks: Verbose (V) option was used.

Pass-Thru Mode

MIU-1000can be placed in a mode where packet information that it receives can be
repeated \d Serial, Ethernet and/or Command RadwilJ-1000can forward these
packets as is or convert the data to engineering units and send it as a comma
delimited record.

Tosetupthe ServerforPashr u mode, send the fAUSO com
wish to leceive packets. The packet is an ASCIlI Hexadecimal string of 29 characters

(or 31 characters if location information from a Point Repeater is included). The

contents of this string depends on the type of transmitter that originally sent the

packet. Chdcthe specification for the transmitter for more information.

The Server can also convert the Pakru data to engineering units1U-1000will

only forward packets from sensors that are contained in the Sensor Table. The

Sensor Table must be previoushet up ei ther by adding seil
command or Auto Add Mode. The record for Engineering mode is formatted as

follows:

Location,name,type,serial no,warn,service(,warnl,valuel,unitl)..((aatuen,unitmn)
Where:

locationi Point RepeaterLotai on | D (6abd6 to
Location ID is availableMIU-1000wi | | r et ur n

o O
SN
v O
o~

namei name of the sensor

Typeit ype of sensor (enumerated) See t
information

serial noi sensor serial number
warni isthesensoni a fAstate of concernodo (T or

servicei packet produced from the Servvice button on the transmitter being
pressed.

warmii s the | /O point in a fistate of ¢
valueni value of the I/O point

unitn i engineering units label of th el/O point
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Example

na,2Humid_Temp,2,D40000000B1FBD28,F,F,F,45,%RH,T,71.6,F
Remarks:

warn, valueandunit are repeated for every I/O point of the sensor. For the actual
data fields, consult the specification for the transmitter being used.

To place the Server in Paghru mode with engineering unit conversion, send the
AUEO command on the media you wished to

For the media in PasEhru mode, the Server does not apply the Inactivity Timeout.

MIU-1000can passively wait to be placed in Rassu mode or dovely push a

connection and then go into Padsu mode.MIU-1000has a Pas$hru Media

Callout Table that it uses to place and maintain a connection wit¥ithel000in

PassThr u mode. The ACUSO, ACURO and ACUCO
maintain he Pass'hru Media Callout Table. You specify the media to push, the

type of Pass Thru mode and how aggressively to retry the connection if the

connection is disrupted.
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Control

Ethernet Serial 900 Mhz Radio (internal
or external))
TCP/IP CRC16
Y cmnﬂ
y'y
> \ 4
Timers > Outputs Command Processo

Matches
Event & Alarm — |
Processor 4
Scheduled
Outputs

\ 4

Point Sensor
Packet Processor

900 Mhz Radio (internal
or external)

418 Mhz Receiver

MIU-1000Control Fundbn Diagram

Outputs

TheMIU-1000output function is used for control. TMiU -1000initiates output
actions based on event actions firing. For example, you have a temperature sensor
with a high event set at 45 and an exit event set at 38. You carhbdit-1000

set such that when the high event fires it triggers the Output action to energize a
relay and the exit event turn off the relay.

The MIU-1000will initiate output actions for event actions (both system, sensor and
control), Scheduled Outpufsimers and Matches.

The MIU-1000has support for 2 categories of outputs: generic string, and sensor
packet output. Each output action is
commands are used to set each output action in the table. Eactiefinteg an
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action typically fiOno or iOf
two entries, one output acti
relay AOffo.

0. To full
n to turn n

For types generic string and sensor packet, you set the nofritbaes to send the
packet, the amount of time between packets, the destination media (serial, radio and
TCP/IP), and the contents (a string or sensor packet).

Generic string

You can send strings out any of the media. For example suppose you begt a s

display attached to tHdlU-1000serial port. You can set iglU-1000to send

messages to the display when the event actions fire. You can embed control codes
into the string. See the AKO command f o

Sensor Packet

You can send senspackets out any of the media. Some wireless outputs will use
matching sensor packets to trigger whether a relay is energized. One sensor packet

(as part of the output action) is used to energize a relay and anothesrterdeze

the rel ayd coSeneandnef oirKk detail s and the d
output you are using.

Output Groups

Instead of an event action or timer, triggering just one output actiokllthel000

can fire a set of output actions. Each output action can be assignedttof

out puts. Sets of outputs can be named wu
timers are then assigned with the set identifier instead of the individual output action.
See the AKO command and the deslsri ption

Examples:

/I Set up outputs to send string out serial port for display
KS1,1,0n,0,0,5,10,1S,High Temp Alarm \r
KS2,2,0ff,0,0,5,10,1S,Exit High Temp Alarm \r

/I Set up outputs i packet based
KS3,1,0n,0,0,5,10,1R,11524F5903D70000060000790B6F \r

KS4,2,0ff, 0,0,5,10,1R,11524F5900570400FFFFFF758A62 \r

Command: GS1,LvI1AIrm High
Command: GS2,Lv1Alrm Exit
Remarks: Set the group description at the first and second rows
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Timers

Timers are used to initiate output actions at a predetermined start time and then
optionally repeat the output action at a set interval. Timers can also use output
groups.

Example:

Command: TS1,090403142500,00000500,1,0
Remarks: set the first timer to start the output at row 1 starting at
09/04/03 14:25:00 every 5 minutes.

Matches

Matches are used to trigger output actions or control functions (Scheduled Outputs)
from information contained in a sensor packet. A match can fire a trigger or control
function with a reception of specified sensor, service button mark of the sensor, or
predetermined contents of the sensor packet. You can specify a mask location, a
mask and mask result to isolate and compare the specific contents of the sensor
packet.

There is a set of prestablished triggers for the control functions (Scheduled
Outputs). This allows the control functions to be assigned I/0O data. See the controls
functions for more information.

See the AMMO command for more details.
Example:

/I Set up the matches to tie the Scheduled Output and the push button

on the Space Temp sensor to gether

MMS1,0VER_REQ_ACT ,1,,5,FF,1,N,0,0,E,1,1,2
MMS2,0VER_REQ_INACT,1,1,5,FF,2,N,0,0,E,1,2,2
MMS3,0VER_REQ_CLEAR,1,1,5,FF,0,N,0,0,E,1,3,2

Scheduled Outputs

The MIU-1000allows output actions to be triggered based on a day of week

schedule. Youspegif t he AONO schedule for each da
specified are assumed to be in the AOFFO
schedule exceptions to accommodate holidays. The schedules (day of week and
exception) can be viewed or changed usingpe Schedul e Web page.
and ASOSEO0O commands are used to maintain
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Web Pages

Control Status

The Control Status page shows the current state of the Scheduled Output. The

following is example of the Control Status page:

<2 Point Server - Microsoft Internet Explorer,

File Edit ‘iew Favorites Tools Help

Links > | Morton Antivirus 3~ A

PSOffice
09/12/03 10:59:53

L0 Status Events Control Status

Control Status

Control Override Schedule Heat/Cool System Value Units Info
Uhnitl Mo Occupied | Cooling |[Enabled 695 |degF

Schedule

Unitl »
HVAC Set Points

Unitl v

The following is a description of the columns and controls:

Controli name of the control given during set up

Overriderl is the control overridden (Yes or No). The control can be
overridden either by an external sensor input or clicking the highatight
Yes/No in the Override column ( tiU-1000will present a new
page with override options ). The web page override will last an hour;
the external sensor input override typically lasts an hour.

or nOFFO.

Info T miscellaneous informatipabout the control status

Scheduld A ON O

Schedule List Box select the Scheduled Output you want to change the

schedul
Schedule page.

e

and

cl i cMIU-1000&vill greSemttheb ut t o n .
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Schedule

The Schedule page allows to set up a schedule for every dayvedd¢hke This is the
weekly default schedule. You specify a day of the week, starting time and a duration

ti me. This specifies the AONO schedul e.
the AOFFO schedul e.

You can specify exceptions to the weekly sehedy specifying up to 5 exceptions

schedul es. For the exception schedule vy
then a start time, duration and mode (fAC
span multiple days. For instance suppose your statesed for a week in the

summer . You would specify a Afromdo date

the week) and start time and duration th
for the mode.

The following is an example of the Schedule page:

A Point Server - Microsoft |
File Edit View Favorites Tools Help >

Store 202
04/20/04 08:34:24 (UTC -5)

\W 11O Status Events | Control Status

Energyl: Control Schedule

sm1200] 40 |
Mon 0300 100 |
[Tee 300 100 |
[Wed 0300 100 |
Thur 0200 100 |
[Fi 0300 100 |
[sat loz00| 40 7

Day Start (hhoram) Duration (hrs)

Erac =1

Energyl: Control Exception Schedule

| 1 D4nom4oanonaozo0| 100 [ OfF |

Subrmission accepted. Parameters updated!

From To
(rawiddiyy)  (rawddiyy)

BlEdit v | | | | on [ Submit |

Item Action Start (hhorarn)  Duration (hes)  Ivlode

The following is a description of the fields:

Schedule tablé current settings of the schedule for each day of the week

MIU-1000 Functions 7 33



Change day schedule
Dayi select the day of the week you want to update
Startist art time of the AONO mode.

Duragioninumber of hours in AONO mode.
a decimal such as 1.5 for one and half hours

Submiti click the submit button to apply the changes.
Exception Schedule tabielists the current setting for the each exception.
Change an excéipn schedule
Item1 select the item you want operate.
Action perform the following on of the following options
Editi edit the selected item
Insert Afteri insert an new exception schedule after the selected item
Insert Beford insert a new exceptiorclsedule before the selected item
Deletei delete the selected item.
Fromi specify the date to start the exception
To1 specify the date to end the exception

Statisel ect the starting time to appl
AOFFO) . N ot éTo dates spanmmre thand day, ahe
start time will be initiated for each day.

Duratonispeci fy in hours the duration
AOFFO) . You can specify hours as
hours)

Modei s el ect the scbedidlOD&EFmode: i ONO
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Override

The Override page shows the current override and allows you to override the
schedul e. You can override AONO, overri
override lasts for 1 hour.

The following is an example of the Override page.

2} Point Server - Microzoft Intemnet Explorer =] 3]
File Edit “iew Favortes Toolz Help ﬁ
P5 Office
09/16/03 15:22:40
| LT Status | Events | Control Statns

Unitl: Select Control Override

IND Owerride Yl Submit |

The options for override are
No Overridei not overridden or turn off the current override mode
ON'T the output override is forced ON or override into the ON state
OFFi the output override is forced OFF or override into OFF state.

Click the submit bitton to have th&1lU-1000to enter the chosenoverride mode.

Miscellaneous

An external override can be used to override the schedule and setting the output into
the AONO state or force it to the AOFFO
eitherthrough the Control Status page or though a discrete input.

Match commands may be used to tie the discrete input sensor with the Scheduled

Output control. The match triggers must be set up in order for the external override

from a discrete input sensarcbe used. The match triggers are used to tie the
sensor input to the Scheduled Output <con
command for more details.

Setup
The Scheduled Output must be set up with the following steps:
1) Setuptheoutputactionsi t he output table (use the

2) (optional) If using the external discrete override sensor, the sensor must be set
up in the sensor table (use the ACSO0 c

3) Set up the Scheduled Output in. the con

4) (optional) If using the external discrete override sensor, you must set up the
match triggers to tie the discrete override with the Scheduled Output (use the
AMMO command.

5" Set up the default weekly schedule for
comman).
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6) (optional) Set up the exception schedule to accommodate exceptions like

holidays (use the ASOSEO command)
Example:
/I Set up outputs
KS1,0,0n,0,0,5,10,1R,11524F5903D70000060000790B6F \r
KS2,0,0f1f,0,0,5,10,1R,11524F5900570400FFFFFF758A62 \r
/I Set up 110 A Space Temp 1 using the push button for the override

CSS1,17,00000000001F2109,SpaceTemp(A0.1125,32.0000,F,1,0,0)(SNormal,Occ
upy,Unocc.,0)(DT,0)

/I Set up Scheduled Output
MES1,LGHTZN1,.,1,2,L,2,1,M,0,0,M,0,0,M,0,0

/I Set up the matches to tie the Sched uled Output and the push button
on the Space Temp sensor together

MMS1,0VER_REQ_ACT ,1,,5,FF,1,N,0,0,E,1,1,2
MMS2,0VER_REQ_INACT,1,1,5,FF,2,N,0,0,E,1,2,2
MMS3,0VER_REQ_CLEAR,1,1,5,FF,0,N,0,0,E,1,3,2

/I Set up the schedule
SWSE1,000000,0,060000,130000,06 0000,130000,060000,130000,060000,130000,
060000,130000,000000,0

/I Set up the exception schedule
SOSE1,122503,010104,000000,240000,F

Reading the Status

The current state of the Schedule Output
command. ThlU-1000r et ur ns t he state of the outp
whether the control is overridden.

Example:

Command: El

Response: E1,FF

Remarks: get the status for the first Scheduled Output: not in override
mode and not active.
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Support Functions

MIU-1000 Callout

TheMIU-1000can initiate a connection to a host computer through the Serial ports,
Command Radio and Ethernet. TW#J-1000has two mechanisms for pushing
connections: the Media Callout table and the Hémss Media Callout table.

Through Ethernet th®1IU-1000can send an email or deliver Historical data through
email.

MIU-1000uses the Media Callout table to know how to make the connection with an
external host for delivering alarms and making periodic contact. The Media Callout

table tells thevilU-1000 what media to use (TCP/IP, Serial or Command Radio) and

IP address to use to make the connection. Mitue-1000will try the connection

multiple times based on the programmed number of tries.MIdie1000considers

a callout successful when itrecenes " SRO command from the h
command tells th#11U-1000to reset the callout condition from an alarm or the

Periodic Interval Callout. There are two types of functions that will cauddlithe

1000to make a call: Periodic Interval Callout anth#n Callout.

Pont Server uses the Padsu Media Callout table to know how to make a
connection for delivering asynchronous packet data result from the transmission of
sensors.MIU -1000will try to continuously maintain these connections.

Note: Both theMedia Callout and the Pa3$iru Media Callout tables cannot have
the same media types listed.

Periodic Interval Callout

TheMIU-1000can callout at regular intervals to the host computer using the Media
Callout table. The host computer can gather redoods the Historical Log and the

Event Log, gather the current readings or make a changeiithd000set up.

Use the ACESBO c¢ Mini00fdr Périodic tnterval Galpout.t h e
When the host receives a c aklwhytieMlU-shoul d
1000called. After the host is finished with gathering the data, the host should send

the ASRO command. MIUKLD0Sto stop calirey bedaugeefl | s t h
this Periodic Interval Callout. The following is the flow of commands atidrzs:

Host Actions MIU-1000actions
Makes call
Answers call
iSO command isS, 2, 0820 00827 1BLD3AG2
responsé Periodic Interval Callout has
occurred

Gathers records from the Historical an
Event Logs, gets the current sensor
readings or canges a setup.

AiSRO command ASR, 2, 0820 087051318
response; resets the calling mechanisr

Disconnects the media
Prepares to answer the next call
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Alarm Callout

TheMIU-1000can be set up to call a host computer based on an eventitrigger
MIU-1000uses the Media Callout table to establish the connection. The events can

be based on tHdlU-1000s y st em, sensor or |/ O point v
of commands for more information about settingvlf) -1000to trigger events and
ala ms . When the host receives a call it

MIU-1000called. The host should gather records from the Event Log to determine

why an alarm has occurred. After the host is finished with gathering the data, the
hostshol send the fASRO ¢ omma MI-1000tdstop s ¢ o mma
calling because of this Alarm Callout. The following is the flow of commands and

actions:
Host Actions MIU -1000actions
Makes call
Answers call
iSO command isS, 2, 082 M&30112BDO A

responsé an alarm has occurred

Gathers records from Event Log to
determine what caused the alarm.
Optionally gathers records from the
Historical Log, gets the current senso
readings or changes a setup.
ASRO command ASR, 2, 08 20828011P38BM 2 |
response; resets the calling mechanisr,
A SO0 c oinonenfydhatthereare| AS, 2, 082 @ hBhH3 0T 23
no more alarms. inad indicates no
Disconnects the media
Prepares to answer the next call

Media Callout Table

The Media Callout Table specifies how thBU-1000makes a connection to the

host computer for delivering alarms or to make periodic contact. The Media Callout
Table has five entries for the connection definition. Whe-1000can make a

connection to each dfie media types: Ethernet, Command Radio and both Serial

ports. Each entry represents a type of media and connection information to connect

to a host. For the TCP/IP connection, the user will specify an IP address with an IP

port. For Command Radio &erial, the user will specify an identifier string. The
MIU-1000will try each entry in the Media Callout Table a set number of times until
theMIU-1000r ecei ves a fASRO command to reset t
following illustrates the flow of commasdand actions:

Host Actions MIU-1000actions
Sends the setup command: CMS2,60
(T192.168.1.100:1000) (SCalling)
Note: two entries are made in the Media
Callout. The first entry is for thigllU -
1000to use the Ethernet port and the
second is for th#1lU-1000to use the
Serial port.
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é Time | ater &

MIU -1000detects an event that
forces an alarm.

MIU-1000tries Modem with phone
number 1800233456 MIU-1000
fails to connect

MIU -1000waits 60 seconds

MIU-1000tries Modem with phone
number 1800233456 MIU-1000
fails to connect

MIU -1000waits 60 seconds

MIU-1000tries TCP/IP with addresg
192.168.1.100 at port 100041U -
1000fails to connect

MIU -1000waits 60 seconds

MIU-1000tries TCP/IP with address
192.168.1.100 at port 100041U -
1000suceeds in connecting to host

iSO command

called

t &MUeleoo

RS, 2,08200115302
082801122800 n a 0 rieas p O
alarm has occurred

Gathers records from Event Log to
determine what caused the alarm.
Optionally gathers records from the

Historicd Log, gets the current sensor

readings or changes a setup.

iSRO command

ASR, 2,
08200115302P82801122800 n a (
response; resets the calling
mechanism

Disconnects the media

Prepares to answer the next call

the @l DO

Us e
il DO command

¢ 0 mma n dth thet MediadCallowd Tables dhep r o
provides information on
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Email

TheMIU-1000can send emails through the Ethernet port (TCP/IP) based on

triggered events. ThdIU-1000can send emails to a singlemultiple destinations.

The MIU-1000sends email to an external email server. An ISP or your company

can provide the email server. See your network administrator or your ISP for more
information about the email server. In order to use the emafirygiu must set up
theMIU-1000( usi ng t he ACNO and ACI O commands)
the TCP/IP connection must be set up with an IP address and subnet mask, gateway

address and name server; email mnudt be s
email address and fAtod email address. T
gateway address and SMTP server names to internal IP addresses. More than one

Aitod email address can be specified by s

The MIU-1000will queueup multiple emails to send based on multiple events. The
MIU-1000has a buffer allocated for email that is used as a first in first out buffer. If
the buffer overflows because of multiple events Nt -1000will ignore the event
emails (the event igill logged in the Event Log). ThllU -1000treats the first few
emails caused by a sequence of events as the most important. When an email is
received, it is important to connect with thiéU-1000and examine the Event Log.
The number of emails tHdIU -1000will queue up varies with the nature of the

event and other setup information.

If the sending of the email messages fails (for example because the SMTP server is
not correct)MIU -1000will log this error as an event in the Event Log.

Theemailsaré or mat ted | i ke the responses to tHh
more information about the email data se
line in the email is |Ilike the AERO c¢comma
AERVO ¢ omma nTie subgest fine is thistlU-1000identification name

(as set in the ACDO command) .

Use the APEO cWIbM@®HdE temmat éstf umlce i on and
is set up properly. Use the fil EG comman
delivery.

The following are examples of delivered emails:

To: maint@xyz.com
From: ps@xyz.com
Subject: HVYAC2 -1
01160106455651,2
011601064556 Old,Sen2

Remarks: The event was generated at 1116785:56. Event occurred with the
second sensor name fASen20. The event ty
means the sensor age exceeded the set limit.

M MIU-1000 Functions Point Manager Manual


mailto:maint@xyz.com
mailto:ps@xyz.com

To: maint@xyz.com ; tom@xyz.com
From: ps@xyz.com

Subject: HVAC2 -1
01170102093560,1,94.4

011701020935 High,SolarTmp1,94.4 degF

Remarks: The event was generated at 1/17/01 2:09:35. Event occurred with the

sensorSolaramp® .7 The event type i sicbO0,
means the sensor age exceeded the high analog threshold at 94.4 degF.

To: maint@xyz.com

From: ps@xyz.com

Subject: HVAC2 -1
012001044233Pushed Email
012001044233 testing email system

wh i

Remarks: The email was generated at 01/20/01 4:42:33. The email was created in

response to APEO command.

Pass-Thru Media Callout Table

The PasS'hru Media Callout Table specifies what media to automatically connect to

delivery the asynchrons pass thru data resulting from transmissions from the
sensors. Th#1IU-1000can make a connection to each of the media: Ethernet,

Command Radio and both Serial ports.. Each entry represents a type of media and

connection information to connect to a tioor the TCP/IP connection, the user

will specify an IP address with an IP port. Up to 4 simultaneous connections can be

made. TheMIU-1000will try to maintain each connection and if a connection is
broken it will try to reestablish the connectiortaing the rules for retries and

delays. With each entry you can specify if you want the data in standard mode (the

format as received from the sensors) or Engineering Mode.

The media type or instance may not be listed in the Media Callout Tablegbing
to be used in the Pa3&iru Media Callout Table.

The fACUSO, A CURO
Thru Media Callout Table.

and ACUCO commands
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XML Delivery (option)

The MIU-1000can initiate a connection to an HTTP 2.0 Server and sendigeitor

the History or Event Log as XML data. You specify the destination URL and how
often to initiate a connection with the HTTP Server. Ifl¢the)-1000fails to deliver
the XML data, you can specify how many t
andi XDHO ¢ o mmaMild-E00ran delivar &vent records via XML when

an alarm occurs. WhevlU-1000delivers the XML data, the HTTP Server must
either acknowledge or reject the data. The acknowledgment or rejection must be in
XML form. When an acknowligment is received, tHédlU-1000remembers the

last History or Event Log position and starts with the next record on the next
interval. If the acknowledgment is not received, &) -1000will send the same

data again starting from the last History or Bvieog positon when the last
ackowledgement was received.

MIU-1000sends an HTTP POST whose content is the XML history or event data.

The MIU-1000then expects an HTTP response from the HTTP Server with the
contents being the XMdgemsptodmser efi Ethreaor
If theMIU-1000has more data and has received t
the MIU-1000will issue another HTTP POST during the same connection. When
theMIU-1000has no more data, it will drop the connection after msiog the last
response. The largest XML history or event data content thtltthel000can

send is 4000 bytes in a single HTTP POST.

When History and Event records are deliveidtl)-1000delivers these types to two
separate URLs.

If the XML Delivery fals for the interval, th&11U-1000will log an XML failure
message in the Event Log.

@
h

Note: If theMIU -1000does not receive an acknowledgement response either
because the error response was sent or the connection was droppétU,-t@00

will send the ame data again. Your application that processes the data needs to
handle the possibility of receiving duplicate data.
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XML History Schema

<DataRecords IBMIU-1000serial numbeName=MIU-1000nameNoSensorsnumber of sensosr
TZOffset=timezoneDST=daylightsavings

<Recorc
<TimeStamptimestamg/TimeStamp
<HIndexstimestampindefHIndex>
<PointID>point id</Point|D>
<SensorlDrsensorserialnumbefSensor|D-
<SensorNamesensorname/SensorNarnme
<SensorTypesensortypg/SensorType
<PointIndexpointindex/Pointindex
<PointType-pointdatatype/PointType
<Value>pointvalue/Value>
<Units>pointunits</Units>
<Statussensorstatus/Status

</Recor¢

</DataRecords

Where

MIU-1000serial numbeii MIU-1000MAC address$ee t he ACDRO
command)

MIU-1000namei name of theMlU-1000( See t he ACDRO comm

number of senso$rnumber of sensors in the Sensor Table (See the
AS0Command) .

timezond The number of hours standard local time is from UTC time.
This number can be gative and can be a fraction of an hour.
(Exanipbefdr East e 35 foNevwourdland)d t i me;
(See the Al TO command)

daylightsaving$ indicates if thisvllU-1000uses daylight savings. (1
daylight savings;0st andar d ti memhmand).See t he #

timestampgt i me stamp of the record. Ei th
AyymmddThh: mm: ssd which is subset o
command to set the datiene format.

timestampindext wo di git ASCI | Hexadeci mal n
startirg at 01. Used to distinguish between multiple records that have
the same time stamp.

point idT7 AiSensor Serial Nd?ointindex - the sensor serial number is
appended with the position of the point within the sensor.

sensorserialnumbér sensor serial nundbp
sensortypé¢ see the ACSO command for the 1

pointindexi the 1/O points position in the sensor (starting at 1).
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pointdatatypéd poi nt 6s data type:

07 Analog
17 State
27 Integer
3 - Data
pointvaluei value of I/O point. If thesersorstatuds 2 (offline) then the
value wil!/ be fAnaod. Note that the
string (like AOpend/ 0Cl osedod or @Ol

sensor to determine the possible values.
pointunitsi engineering units of thealue
sensorstatus status of the sensor:

071 online

1-reserved

2 - offline

XML History Example

<DataRecords 1B"00:90:C2:C1:0F:BEName="MIU-1000"' NoSensors"2" TZOffset="-6" DST="1">
<Recorc
<TimeStamp200401-15T16:03:4%/TimeStamp
<HIndex>1</HIndex>
<PointID>00000000001FODA8_</PointID>
<Sensor|D-00000000001FODA& SensorID>
<SensorNamelFastCntTemg/SensorNante
<SensorTypel5</SensorType
<PointIndex1</Pointindex
<PointType-3</PointType>
<Value>665934&/Value>
<Units>coun&/Units>
<Status0</Status
</Recorg>
</DataRecords

XML Event Schema

<DataRecords IBMIU-1000serial numbeName=MIU-1000nameNoSensorsnumber of sensor
TZOffset=timezoneDST=daylightsavings

<EvtRecord>
<TimeStamp timestamp</TimeStamp

<EIndex> timestampindex/Eindex>
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<Evt> evt msg</Evt>
<SensorNante sensorname/SensorNante
<Info> info </Info>
<Value>pointvalue/Value>
<SensorlD sensorserialnumbex/SensorID-
<PointID> point id </PointID>
<PointIndex pointindex</Pointindex
<Units>pointunits</Units>
<EvtID> evt id</EvtID>
<Alarm> alarm </Alarm>
</EvtRecord
</DataRecords

Where

MIU-1000serial numbeii MIU-1000MAC address$ee t he ACDRO
command)

MIU-1000namei name of theMlU-1000( See t he ACDRO comm

number of senso$rnumber of sensors in the Sensor Table (See the
ASoCommand) .

timezond The number of hours standard local time is from UTC time.
This number can be gative and can be a fraction of an hour.
(Exanipbefdr East e35foNevwfourdlandd t i me;
(See the Al TO command)

daylightsaving$ indicates if thigvllU-1000uses daylight savings. (1
daylight savings;0st andar d ti memhmand).See t he 0

timestampgt i me stamp of the record. Ei th
AyymmddThh: mm: ssd which is subset o
command to set the datiene format.

timestampindext wo di git ASCI | Hexadeci mal n
startirg at 01. Used to distinguish between multiple records that have
the same time stamp.

evt msg Event message

infoT miscellaneous information about the event
pointvaluei value of I/O point
sensorserialnumbér sensor serial number

point idi ASensor Seal No PointindexX - the sensor serial number is
appended with the position of the point within the sensor.

pointindexi the 1/O points position in the sensor (starting at 1)
pointunitsi engineering units of the value

evt idi Event IDT See the ER commdrfor a list of event ids.
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alarmi (T/F)iindicates if this event would cause t#J-1000to push a
connection.

XML Event Example

<DataRecords 15"00:90:C2:C3:8B:C1Name="MIU-1000' NoSensors"3" TZOffset="-6" DST="1">
<EvtRecord
<TimeStamp04/2804 15:35:3%/TimeStamp
<Elndex>1</Elndex>
<Evt>High Spar/Evt>
<SensorNamelAnalog</SensorNante
<Info>30 se&/Info>
<Value>97.66</Value>
<SensorlD1234567890123458Sensor|D
<PointID>1234567890123456 <IPoint|D>
<Pointindex1</Pointindex
<Units>%</Units>
<EvtID>62</EvtID>
<Alarm>F</Alarm>
</EvtRecord
</DataRecords

XML Acknowledgement Response

<ErrorList>
<Successmessage/Success>

</ErrorList>

If MIU-1000r ecei ves t he AMIG1060aswsnestie HITR §ervert h e
to have successfully processed the XML data. As long as the <Success> is present,
the exact XML Schema does not matter.

XML Acknowledgement Response Example

<ErrorList>
<Success>WEBAPP.dII/XMLPost</Success>

</ErrorList>

XML Error Response
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<ErrorList>
<Error>message/Error>

</ErrorList>

IftheMIU-1000r ecei ves t he MW -D00assumesctheHBRB, t he

Server has rejected the data. The last error message contained in the tag can be
retrieved usingdthe AlLH10 comm

XML Error Response Example

<ErrorList>
<Error>Error on Parse: WEBAPP.dII/XMLPost</Error>

</ErrorList>
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XML History Setup

Use the AXDHO command to set the Il ocatio
address) and URL). Us e tb $taet defivéridglaind ¢ o mma n
how often. To test the setup use the AP
mechani sm. Use the Al LHO command to det
mechanism

Command: xdhs1,192.168.0.1,/ MIU- 1000 Test/History,1024

Response: xdhs1

Command: xphs1,012104221030,00000100,2,15

Response: xphsl

Remarks: The MIU- 1000 will deliver History data to 192.168.0.1 at

/ MIU- 1000 Test/History at port 1024. It starts delivering 01/21/04

22:10:30. It will try twice with 15 seconds between trie s if there is

an error.

XML Event Setup

Use the AXDHO command to set the |l ocatio
address) and URL). Use the AXPHO comman
how often. Al so use tMiUel0(Dt Rart the delveryma nd t
mechani sm when an alarm occur s. To tes
initiate the delivery mechani sm. Use th

the XML delivery mechanism.

Command: xdes1,192.168.0.1,/ MIU- 1000 Test/Events, 1024
Response: xdesl

Command: xpes1,012104221030,00000100,2,15,T

Response: xpesl

Remarks: The MIU- 1000 will deliver Event data to 192.168.0.1 at

/ MIU- 1000 Test/Event at port 1024. It starts delivering 01/21/04

22:10:30 but will also deliver when an alarm occurs. It will try twice
with 15 seconds between tries if there is an error.
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Password Protection

MIU-1000controls access to the different resources ohg-1000through
passwords. There are two levels of Login access favitbe100Q Data and
Configure. Through the Data Login, thMiU-1000allows access to the data

portions of theVlIU -1000like the Web pages, current readings, Historical and Event
Logs, and setup information. Through the Configure Login, the user can make
changes to th®1lU-1000setup. With the Configure Login, th&U-1000allows
access to the data portions of MiJ-1000like the current readings, Historical and
Event Logs, and setup information. You can change the set up for the Scheduled
Output override and schedule pagdsthe Login password has been configured and
the user has not logged in yet, tf#J -1000will respond with an error message to
commands.

Any of the web pages will require a login if th#U-1000is set up with passwords.

The report pages require atBa.ogin and pages that allow changes to the setup of
theMIU-1000require a Configure Login. For a Data Login use the ID name of the
MIU-1000f or t he user Md00® ) ( defFoul ta IConfii gur
AAdmi ndo for the usiawindowawiidook like Théfellowbng:o ws e |

Enter Hetwork Passwond §|

% Thiz zecure Web Site [at 192.168.0.62] requires vou to log on.

Fleaze type the Lzer Hame and Pazsword that you uze for Point
b arnager.

User Name  |Stare 202 -]

PR

Pazzword

[ Save thiz pazsword in your passwaord list

k. | Cancel

User the ALI O c o Midal@OBviatoonmandsgi n i n t he

Use the ALOO c¢omnmMdUu-8d00ad TheMIbP@Owilk of t he
automatically log out a user after the Inactivity Timeout has expired (1 minuta). (F
the Web pages, the user is never logged out automatically unless the password has
changed.)

Use the ACPO command to set the password

Note: The user name and password are-sassitive.
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DHCP

TheMIU-1000c an have itds | P aedddyaDHEP saruet. o mat i
TheMIU-1000can have its IP address, subnet mask, gateway, name server and smtp
server dynamically assigned. By default, k& -1000uses the static address
assigned using the ACI S0 commanfdCl Ddro en
command. Th&IU-1000will request of the DHCP server an IP address. If the
MIU-1000cannot find a DHCP server, thdU -1000will fall back to the static IP
address or use the | P address of #A0.0.0.
command).At power up, if theMlU-1000had an IP address previously assigned,

the MIU -1000will fall back to this address if the DHCP server cannot be found. The

MIU -1000will periodically try to make contact with the DHCP server until the

DHCP server provides¢h | P addr ess. Use the Al PO co
IP address (whether dynamically assigned or statically assigned).

Note: this implementation of DHCP by tMiU-1000is only useful for when the
MIU-1000makes a connection to a host computer. NiHg-1000does not provide
a means of making its address known across a LAN.

Time Management (Realtime Clock)

Time Zones and Daylight Savings Time

If you have multipleMIU-1000Gs located across multiple time zones, setMhid-

10006 s c | oc k t aherJsEt@he time roee. dNed-1000will log

history and event records with the UTC time stamp. NTH&-1000will present

time in Web pages in local time. TMU-1000will account for daylight savings

time also when presenting time. The applicatidiecting the history and events

logs can then convert the UTC time stamps taMHg-1006 s | ocal t i me o1

hostodés | ocal ti me. See the ACCoO and Al T

The MIU-1000defaults to an USA daylight savings schedule. It hahédules

availble: USA, USA old, Greenwich Mean Time, Central European Time and

Eastern European Time. You can also define your own daylight savings time. See
the Al TDO command for more information.

SNTP

TheMIU-10006s c¢cl ock can dr i lhordeato keepthellg-400® nds a
clock accurate, thBllU-1000has a built in time update service that uses SNTP to

access time from an external time service. Wiig-1000can access a time server

from a LAN, WAN or from the Internet.

Consult with your netork administrator to determine the host name of an NTP
ServertouseMIU-1006 s SNTP t i me c | 208Mhspecificatibnl o ws t |
Here are two links to lists of time servers on the internet:
http://support.microsoft.com/kb/2626&nd

http://ntp.isc.org/bin/view/Servers/WebHom¥ou can also purchase a commercial

timer server for the LAN or WAN.

In order to use the SNTP function, théU-1000 s c¢cl ock must be set
Use the ACCNO command to specif WMUwhere t
1000will query the SNTP service twice a day for the current time: 00:20:00 and

12:20:00. TheMIU-1000will also query the SNTP servilceh en t he ACCNSO
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http://support.microsoft.com/kb/262680
http://ntp.isc.org/bin/view/Servers/WebHome

command is received. Ti#lU-1000indicates the status of the last query attempt

in three ways: theyncflagi n t he ACCRO response, the fl
framing of the time of day shown in the header of the web page. If the lagt que

attempt failed thé11U -1000will frame the time of day shown in the header of the

web page with A*0 characters. Just beca
mean the clock is wrong but that the cl o
command to show the status of the SNTP client inkH&/-100Q For more

information see the ACCNO, iCCRO, APYO a
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Communicating with the MIU-
1000

MIU-1000 Protocol

The system for communicating with thdU -1000is based on a commainesponse
architecture. Every submitted command will receive a response, as long as there is a
connection. Successful commands are responded to with an echo of the primary
command, and if the command returns data, the data is appended to the primary
command echo &dr a comma (if the comma is part of the command). The primary
command is the submitted command string in its entirely or up to but not including
the first comma. Sending the next command before receiving a response to the last
command is an error.

Each command must be prefixed with an ASCII 02 character (STX) (on most
terminal emulation programs, type GB) and must end with an ASCII 13 character
(CR) (on most terminal emulation programs, type -8tibr Enter). This protocol
will work with all the MIU-1000communication media: Serial port, Command
Radio (option) and TCP/IP.

Example
Command: <STX>S<CR>
Response: <STX>S,6,082701111800,na,na<CR>

Remarks: <STX>is an ASCII 02 (or Ct#B on the keyboard)
<CR> is an ASCII 13 (or CtM or Enter on the
keyboard)

There is an additional layer of communications protocol that is rspdieific. This

has been added to ensure reliability when using media lackingrbaiitor

detection. This protocol is recommended to be used withMtble100006 s Co mmand
Rado, and Serial ports. The command must be prefixed with an ASCII 01 character
(SOT) (on most terminal emulation programs, key in-8jtlthen following the

command with a-€haracter ASCII hex CRC16. The command is then terminated

with an ASCII 13 charder (CR) (on most terminal emulation programs, key in-Ctrl

M or Enter). The CRC16 must be calculated using the full command but does not
include the ASCII 01 (SOT) or the ASCII 13 (CR). An ASCII 01 (SOT) prefixed
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command not followed by a CRC16 will tésin an error.MIU-1000will respond

with a response prefixed with an ASCII (SOT), followed bychdracter ASCII
hexadecimal CRC16 and terminated with the ASCII 13 (CR). The returned CRC16
is calculated using the full response but does not incledla8CII 01 (SOT) or the
ASCII 13 (CR).

Note: The letters of the-dharacter ASCII hexadecimal CRC16 must be in
uppercase.

Example
Command: <SOT>S8D40<CR>
Response: <S0OT>S,6,082701111800,na3BE<CR>

Remarks: <SOT>is an ASCII 01 (or Ct/A on the keybard);
<CR>isan ASCIl 13 (orC#M or Enter on the keyb
the calculated CRC16 value ircharacter ASCIl hexadecimal of the
command ASO0O; A3A3EO i s -tharactec al cul
ASCI |l hexadeci m§6,082/0111tl0e, nrae, snpaocdon. s e |

CRC16 Algorithm

The CRCL16 Algorithm is a sophisticated method of checking the integrity of
transmitted data for transmission errors. The algorithm indicates whether or not the
data has any error. It does not indicate which bit or how the @rocorred. MIU -
1000ignores data packets that have errors. The host should resend the command if
the response from tHélU-1000has errors.
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Example C function

// on entry: dataptr T pointer to array of bytes 1 pointer to start
of the bytes to be CRC16.

1 len 1 number of bytes in the array to apply CRC16

1 seed i starting seed of the CRC16 (for MIU- 1000 use 0)

/I on exit: calculated CRC16 value

const short oddparity[16]={0,1,1,0,1,0,0,1,1,0,0, 1,0, 1,

1,0}

Word DoCRC16(byte *dataptr, Word len, Word seed)

{
Word CRC16;
inti;

Word data;

CRC16 = seed;
for (i=0; i<len; i++)

data = dataptr[i];

data = (data * (CRC16 & Oxff)) & Oxff;

CRC16 >>= §;

if (oddparity[data & 0xf] » oddparity[data >> 4])
CRC16 ~= 0xC001;

data <<= 6;
CRC16 "= data;
data <<= 1,
CRC16 "= data;

}
return CRC16;
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General information

Sensors
All sensors have two unique identifiers:

i SerialNumbeil nt ernal , factory assigned,

1 Namei alabel that the user assigns.

The MIU-1000keeps a list of sensors and all configured 1/O points in a table. The
user can use a command string to associ a
configuration information for all of thesemor 6 s |/ O poi nt s. The
sensor table is used to specify the sensor

I/0 Points

In addition to the two identifiers, sensors also contain a varying number and type of

I/O points. 1/O points collect or contain measurable values such asrstme,

identification, count, etc. Each I/O point contains configurable parameters. You can
read and change these parameters using t
in more detail below.

Sensor Table:The sensor table can hold up to 100 sens@rgng among them a
maximum of 250 1/O points.

1/0 Point Type

I/O Point Type Configurable Parameters
Analog Scale

Offset

Units

Decimal Places
Integer Scale

Offset

Units

Decimal Places
Data Presented as ASCII hexadecimal
State Name, é, ,Name

Analog

Analog I/O points are configured using@aleandoffsetto convert the data into
engineering units. Acaleis a multiplier for the data. Before data from a configured
I/O point is displayed, it will be multiplied by the scale. Tfisetis then addedin

this way the user can control the units in which data from an I/O point is displayed.
All temperature 1/0 points are treated as signed 16 bit values where 1 bit'lo/16

a degree Celsius. All Analog I/O are treated as signed 16 bit valuég. Ahalog

I/O from the sensor is 12 bits, the data value is normalized to 16 bitsMilthe
1000(multiply by 16). The value of an Analog I/O point will be displayedras

data * scale) + offset The following table contains common scales and offsets:
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Common Analog Scales and Offsets

Scale Offset Units
0.0625 0 Degrees Celsius
(1/16 of a degree)
0.1125 32 Degrees Fahrenheit
(1.8 * 0.0625)
0.00305 0 % of full scale
0.125 0 Raw 12 bits
1.0 0 Raw signed 16 bits
Corrections

MIU-1000can apply a correction to an Analog I/O raw data before a scale and offset
is applied. This correction is useful for Analog 1/O that is not linear (like a
thermistor) or needs to be calibed. For more information about corrections see the
AiCO0 command.

Integer

Integer 1/0O points work similarly as Analog 1/O points. A scale and offset is applied
before the data is displayed or delivered. However for Integer I/O points the offset is
appgied before the scale and is an integer value (can be used to zero the reading).
The value of an Integer 1/O point will be displayed ssw data - offset ) * scale

For example, suppose you have a wireless rain gauge and 1 count of the rain gauge
equas 0.1 inches. And suppose you want to show in the 1/0O Status page the amount
of rain since the beginning of the year. You set up the scale to be 0.1 and the offset
to be the count of the sensor at the beginning of the year and suppose the
accumulated cat is 233489 at the beginning of the year. So in this example the
scale is 0.1 and the offset is 233489.

State

State I/O are discrete I/O points. The number of states for the State I/O depends on
the type of Sensor (for instance a Counter has four statea Discrete has two).
The meaning of the states depends on the type of sensor. Each state can be named.

Data

A Data I/O contains 8 bytes of data. How these 8 bytes are used depends on the type
of sensor.MIU-1000can present this data in one ofgiways: as character data,
Serial Number as ASCII Hexidecimal or ASCII Hexidecimal.
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Command Overview

Command Syntax

The following table describes the shorthand used to define each command.

Syntax Element Purpose
<> Enclose a set of options, ones dfigh is required
| Separates elements in a set of options
[] Enclose an optional expression
é Denotes variable length
1, & Marks repeatable expression
n Only or low row number of a sensor
m High row number of a sensor
Italics Strings in italics a& place holders for values

Rules governing commands include:
1 Command strings may contain no spaces.

1 Reserved characters: commas (,), pipes (| ), SOT (ASCII 1), STX
(ASCII 2), colons (:), carriage returns (ASCII 10), and the bell code
(ASCII 7) are resved, and may only appear as part of the command
syntax. Do not use these characters in label names or state names.

Command strings have a maximum length of 128 characters.

When specifying a range, the maximum is ten sensors. Specifying a
range includingnore than ten will return an error.

Time representations

Date and Time Stamps

Time and date stamps or times that are set or compared to thieneealock are
always expressed in military time and represented as:

mmddyyhhnnss

Where
mni month of the yar
dd i day of the month
yy 1 year starting at year 2000
hh i hours
nn - minutes

ss - seconds
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Interval or Duration Times
Times that are duration are always expressed in military time and represented as:
hhnnss
ddhhnnss
Where
dd 7 number of days
hh i numbe of hours
nn i number of minutes

ss | number of seconds

XML Date and Time Stamps

The MIU-1000will represent the date and time in one of two formats:
mm/dd/yy hh:mm:ss

or

yyyymmddThh:mm:ss  which is subset of ISO 8601.

Email

The MIU-1000will present both of the following formats as part of the
body of the email message:

mmddyyhhnnss
and

mm/dd/yy hh:mm:ss
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Command Outline

Command List

Command Description Options & Parameters
A<T|FIR|S > Auto Add Mode <TrueFalseReadfenice>
C<B|E> Configure Notify <BeginEnd>
CAE<CJ|R|RC|S> | ConfigureAutoAdd | <ClearRead|ReaountSet>

SensolEvents

CC<S[F|S]IR> Configure/Read <Set[Force| Synchronize]
Clock |[Read>mmddyyhhnn3s
CCN<S|R> Configure Automatic| <SetRead>(hoshame)
Time Update
CD<S|R> Configure/Read <SetRead>(ID Name)
MIU-1000
Identification Label
CE<S|R>B Configure/Read <SetRead> (startup action, period

MIU-1000System timer base, periodic timer interval,

Events Event Log % full, log full action,
history % full, hisory full action,
sensor add action)

CE<S|R>L Configure/Read Log | <SetRead> (full action, full output

Full Action start, full output stop)

CE<S|R>P Configure/Read <Set|Read> (sensor index:point inde

Sensor I/CPoint (point event configurations))

Events Analog: A (Type) high value, action,
low value, action, hysteresis, high
span, high span action, low span, loy
span action, high exit span, low exit
span
Integer: | (Type) value, increment,
action*

Data: D (Type) change action
State: S (Type) to 1 actiorfrom 1
action, 1 error, to 2 action, from 2
action, 2 error, to 3 action, from 3
action, 3 error, to 4 action, from 4
action, 4 error

CE<S|R>S Configure/Read <Set|Read> (sensor index, max age

SensorEvents old action, service action, history on
alarm, aline action)

CI<S|R> Configure/Read <SetRead> (IP Address, Subnet [,

MIU-10001P Gateway][, Name Server][,Port])

Address

CID<S|R> DHCP Enable <SetRead>(dynamic,fallback)
CIP<S|R> IP Ports <SetRead>(httpport, cmdport)
CM<S|R|C> Configure/Read <SetReadClear> (tries, time betweer|

MediaCallout Table | tries(specific media connections))

CN<S|R|C> Configure/Read <SetReadClear> (smtp server name,
Email Destinations | from address, to address(es))

CO<S|R|C> Configure/Read NTS Thermistor <Set>(correction
Sensor I/O id,0,0,scaling resistor, corr A, corr B,
Corrections corr C

Offset Corrections<Set>(correction
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id,1,0,no of points, starting,interval
<Set>(correction id,1,index, .. data |
Lookup Table <Set>(correction
id,1,0,no of points, starting,interva
<Set>(correction id,1,index, .. data .,
<Clear>@ll|correction id)

CP<D|C> Configure Login <DatafConfigure> (password)
Passwords

CR<S|R> ConfigureRadio <SetRead>(hop table, network id)

CS<S|R|C[F]>[n] | ConfigureReadClea | <SetReadClear[Force]> (sensor

r Sensor Setup

index, serialno, label(l/O point
setup(s)))

Analog:
(AScale,Offset,Units,Decimal_Place
Integer:
(IScale,Offset,Units,Decimal_Places
Data: (D<Y|N>)

State: (Blame[ , Namg]), sensor
type

CT<S|R> Configure Media <Set|Read>(mediastanceMedia)
Ports
CTT<S|R> Configure Extended | <Set|Read>(mediainstanceMedia)
Media Parameters
CU<S|R|C> Configure PassTlr | <Set|Read|Cleafreconnect delay,fas
try count, fast try delay, slow try basi
slow try interval(specific media
connections))
D<n|n-m> Get LastData
E<n> Get Scheduled
Output Control
Status
EC[A] ClearEvent Log [All[( mmddyyhhnn$s

E<A|F|LIN|P|R[V]

Read aEvent Log
Record

<AgainFirstlLastNext|Previouftead
using time> Y erbose]

(mmddyyhhnn$sindex>
EU Event LogUsage
EZ[V] ReadEvent Log [Verbose] inmddyyhhnnséndex>|-
Records Compresse| mmddyyhhnn§ps
G<C|R|S> Group Description | <ClearRead$et>
HCIA] ClearHistorical Log | [AllJ( mmddyyhhnn$s
HI<S|R> Configure/Read the | <Set|Read> (basamddyyhhnnss
History Interval interval ddhhnnsk
H<A|F|L|P|R> Read a Historical <AgainFirstlLastNextPreviousRead
Log Record using time>
(mmddyyhhnnssndex>[sensor
index|sensor range])
HO<F|T|P> History Offline <False|SensdimePacket>
Indicator
HS Force Historical Log
Snapshot
HU Historical LogUsage
HZ ReadHistorical Log | (mmddyyhhnnsindex[-
Records Compresse| mmddyyhhnn§ps
IC InformationCounts
ID InformationDelivery | (id, state, try, parameters)
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IE InformationEmail (active, at, error)
IK Information Outputs | (outputp ac ket c¢cnt , ,
IL<E|H|>1 Information XML <EventHistory>
Delivery
ILR Information Last
HTTP Response
IM Medialnformation
IMM Modemlnformation
IP Information 1P (isdynamic,successfully bound,IP
Settings address, subnet mask, gateway, nar
server SMTP server)
IPS Information DHCP | (DHCP Acquire state, DHCP state,
lease time, wait time, link)
IT<S|R> Time Zone <Set|Read> (time zone
Information hhmmsglaylight savings
ITD<D|R|S> Daylight Savings <Daylightschedul&eadfet>
Schedule
U Informaton (media state, last action, next action|
PassThru
v Versionlnformation
Y Clock Synchronize
Information
J<CIR|S> I/O Job Description | <ClearReadget>
K<CIR|S> Outputs <ClearReadfet>
L<I|O|OC> Login/Logout <InjOutjOut&Disconnect> (password
ME<C[F]|R|S> Scheduled Outputs | <Clear[Force]Readget>
MM<CI[F]|R|S> Matches <Clear[Force]Readfet>

O

Try Correction

(correction id, analog raw value)

P<n|A[E|R|ING>

Force Calli Push
Connection

<media indeXjll|EmailReset> (name
or ip address)

PK<A|D|T> Force Output <ActivateDeactive] est>
PX<E|H>1 Force XML Delivery | <EventHistory>
PY Attempt Automatic
Time Update
S[R|RP|RA] GetStatus Data [Reset All][ResetPeriodic
Callin] ResetAlarm]
SOR<E> Exception Schedule | <Scheduled Output>
SOS<E>
SWR<E> Day of Week <Scheduled Output>
SWR<E> Schedule
T<C|R|S> Timer <ClearReadget>
U[EIN|QIR|S] PassThru Mode [Engineering Mod&jo|Quiet
Mode|ReadBtandard Mode]
V<B|E> Verbose Mode <BeginEnd>
XD<E[|H><R|S>1 | XML Delivery <EventHistory><Rea|Set>1,
Destination domain,urlpath
XP<E|H><R|S>1 | XML Delivery <EventHistory><Readget>1,

Interval Parameters

periodbase,periodinterval,tries,retryt
me

XM <E[H><R|S>1

XML Delivery
History Postion

<EventHistory><Readget>1,
timestamp[index]

XT

XML Date and Time
Stamp Format

<1|2>
l1iAmm/ dd/ yy hh: mn
2-AyymmddThh: mm: s
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| is subset of ISO 8601
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Commands

0 A-OAuto Add Mode command

Command Options

Command/Response Syntax

Parameters

Login Level

Description

A<T|F|S|R|M>

Command: AT turn AutoAdd Mode on

Response: AT

Command AF turn AutoAdd Mode off

Response: AF

Command: AS turn on AutoAdd (add when service pressed
Response: AS

Command: AR Query AutoAdd Mode

Response: AR, <T|S|F>
Where: 6 Tidrue or yes
0 F dalse, no or off
6 S &ervice mod
0 R-dead

Login Level: AR T Data
AT ,AF,AS, - Configure

If AutoAdd mode is on and thdIU -1000receives a packet from a sensor not
already in the sensor table, it will add the new sensor to the table automaticall
When heMIU-1000adds a sensor to the sensor table through AutoAdd mode
assumes certain defaults for the parameters based on the type of sensor. Y
then modify these par amet MU-400awsl add g
new sensortoitstabléee her whenever it receive
or when it receives a new sensoros
AutoAdd(service) gives you a little more control over building your sensor tabl
You may need to push the sewibutton to transmit the data and have the sensi
added. Using AutoAdd(service) you can add sensors to the table in a particul
and segregate sensors betwisBb -1006s. After you have added the sensors yc
want the Server tmanditstern off AlroAdddmbde to frévi
your setup from being changed.

NOTE: In order for théVIU-1000to automatically add the sensor, #8J-1000
must receive two packets from the sensor no less then 5 seconds apart.

When a sensor is automatically addo the sensor table because of the AutoAdd
mode,MIU-1000will assume certain defaults for the setup information for the
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sensor. For the sensor naBlJ -1000prefixes the default name with the row
number (sensor index) in the sensor table. Belowasla of the different sensor

types with the default setup information. The setup information is expressed as the

response to the CSR command.

AutoAdd Mode Default Entries

Sensor Model Sensor Default Setup (response from the CSR
Description command)
Pant Temp | Temperature 1,0700000005B3F528,13Temperature(A0.11
,32.0000,degF,1)
Point Humid | Humidity/ 2,7D000000059A9328,2Humid_Temp(A1.0C
Temperature | 0.000,%RH,0)(A0.1125,32.0000,degF,1)
Point Light | Light 3,230000000348A8328,3Light(A0.02440,0.0
00,%,2)
Point PIR | iButton 4.278C000000000000,4iButton(DN)
Point Analog | Analog 5,2A0000000B66C628,1Analog(A0.02440,0,
0000,%,2)
Point IR Dual Counter | 6,000000000013D6F1,6Counter(S4,blocked
Counter and | with Dual en,closed,error)(11,0,count,0)(11open s,0)
LSX Discretes
AngData | Analog with 8,DC00000001F15D27,5Analog_Data(A0.0Z
Data 40,0.00000,%,2)(DY)

Point Analog | Analog / 9,A500000001E45227,6Analog_Temp(A0.0:
w/ Temp Temperature | 40,0.00000,%,2)(A0.1125,32.0000,degF,1)
Discrete Discrete Senso| 11,011021122021.00,16Discrete(Soff,on)

Point Thermistor 12,0101211220200100,1Thermistor(A0.112
Thermistor | Sensor 2.0000,F,1,128)

16-bit Analog | Signed 16 bit | 13,010A211220200100,10Analog16(A0.003!
Analog sensor | ,0.00000,%,2,0)

Point Counter

Counter

14,00000000000B1534,2CntTemp(Strans.,o

accumulated
time, time in
state and Rang
Status

Temperature | Tempeature n,closed,error)(11,0,count,0)(A0.1
Sensor 125,32.0000,F,1,0)

Point Fast Fast Counter | 15,00000000001F0FC7,3FastCntTemp(I1,0,

Counter Temperature | unt,0)(A0.1125,32.0000,F,1,0)(11,0

Temperature | Sensor ,sec,0)(4.1000,0.0000,Rate,1,0,0)

Alarm Temp | Alarm 16,00000000000B77F3,1AlarmTemp(SOK,A

Temperature | rm,0)(SOK,Alarm,0)(A0.1125,32.0000,
F,1,0,0)(DT,0)
Space Temp | Space 17,00000000001F2109,SpaceTemp(A0.112!
Temperature | 2.0000,F,1,0,0)(SNormal,Occupy,bn
Override c.,0)(DT,0)

Directional Directional 18,0000000080257310,1Direct_Cnt(SBlocke

Counter Counter Okay,PwrAlrm,BattAlrm,0)(11,0,cou
nt,0,0)(11,0,count,0,0)

ID Reader ID Reader 20,0000000028806910,1ID_Reader(SBatt
OK,LowBatt,0)(STamp OK,Tamper,0)(SClo
sed,orOpen,HeldOpen,HeldOpen,0)(DT,0)

Proximity2 Counter with 23,000000009810654C,1Proximity2(Sstatel

bject,NoObiject,state2,0)(11,0,cou
nt,0,0)(I11,0,sec,0,0)(11,0,sec,0,0)(S1,2,3,4,0)

Dual Analog

Dual Analog

27,0000000038202551,1Analog(A0.00305,0
0000,%,2,0,0)
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Dual Analog

Dual Analog

121010)

28,0000000000602651,1Analog_2(A0.0030¢
.00000,%,2,0,0)(A0.00305,0.00000,%

The sensor is given a default name, which is the name of the physical type of sensor.
TheMIU-1000prefixes the default name with the row number in the sensor table.

The following is a table that shows the default names:

Sensor Model

Sensor Description

Default Sensor Name

Point ATemperatur
Temperature
Point Humidity / Temperatwe AHumi d_Temp
Humidity
Point Light Light ALighto
Point PIR iButton Ai Buttono
Point Analog | Analog AAnal ogo
Point IR Dual Counter sensor ACountero
Counter and
LSX
AngData Analog with Data AfAnal og_Dat
Point Analog | Analog / Temperature AAnal o®_ Tem
Temperature
Discrete Discrete Sensor ADi scretebd
Point Thermistor Sensor ATher mi stor
Thermistor
16-bit Analog | Signed 16 bit Analog AfAnal o0gl6090
sensor
Point Counter| Counter Temperature ACnt Tempo
Temperature | Sensor
Point Fast Fast Counter Tempature (i Fast Cnt Tem
Counter Sensor
Temperature
Alarm Temp | Alarm Temperature AAl arm Temp
Space Temp | Space Temperature ASpaceTempo
Override
Directional Directional Counter ADirect Cnt
Counter
ID Reader ID Reader Al D Reader 0
Point Proximity Sensor with AProxi mity?2
Proximity2 Time in View and Range
Status
Dual Analog | Dual Analog AAnal ogo
Dual Analog | Dual Analog AAnal og 20
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Examples

Command: AT
Response: AT
Remarks: turn on Auto AddMode.
Command: AS
Response: AS

Remarks: turn on Auto AddMode but only add thos e sensors that have

service button pressed

Command: AF

Response: AF

Remarks: turn off Auto AddMode

Command: AR

Response: AS

Remarks: The  MIU- 1000 is current in AddMode with service
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0 O dNotify Setup

Command Options

Command/Response Syntax

Login Level

Description

Examples

C<B[E>
B 1 begin setup process
E T endsetup process

Command: CB
Response: CB
Command: CE
Response: CE

Login Level: CB i Configure
CE i Configure

Use the ACBO command to suppress |«
Event Lay and to suppress Periodic Callout.. Each setup command will cause
event to be I ogged into the Event |
of setup commands is sent, then only one event will be logged. Also some of
events may fire and the MIU-1000is not fully set up then this might cause a

problem especially with Al ar ms .MIU-WI
1000wi | | suppress the call out mechan
command is issued. Frame a seriesof seilumenands st arting
and ending with the ACEO command.

Note: I f the ACEO cMUn@@wd! | sresegert
when either the connection is terminated or the inactivity time expires.

Aneventcanbesetuptofirewherhe ACEO command i s
command was sent and the inactivit)
(manage itemparameter) for more information.

Command: cB
Response: cB

. (series of setup commands)

Command.: CE
Response: CE
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0 C AEGonfigure/Read AutoAdd Sensor Events

Command Options

Command/Response Syntax

Parameters

CAE<C,R,RC,S>

C i clearthe AutoAdd Sensor event table

R 1 read the AutoAdd Sensor event

RC 1 read the number of rows in the AutoAdd Sensor event table
Si set the AutoAdd Sensor event

Command: CAEC

Response: CAEC

Command: CAER

Response: CAER row, sensor type, event type, event action, event start
output, event stop output[, parameters]

Command: CAERC

Response: CAERCHho0 rows

Command: CAESsensor type, evetype,event action, event start output, e
stop output[, parameters]

Response: CAES

Where:
rowi row number of the AutoAdd Sensor event tabl8Q)

sensortypé see ACSO command for a |
thevalues A0O0 then event setup wi

eventtypé¢ supported event s: 50: 6Ser
120: AiCount Ti meo.

event actiori event actions that tell thdlU-1000what to do with the
event. All event actions havetheo | | o wi n g -domdthing,
OE@maililogLévent in tlheg Earedt
falarm and | og i alame logganccemdil, and

event start output when an event occurs, thiU -1000will generate a
out put start operation for th
If this number is greater than 32768 (8t set) then this parameter
refers to a set of outputs where 32768 is output set 0 and 32769 i
and 327611 is set 3 is no action.

event stop output when an event occurs, tMiU -1000will generate a
output stop operation for the
If this number is greater than 32768 (8th bit set) then this parame
refers to a set of outputvhere 32768 is output set 0 and 32769 is ¢
and 327611 is set 3. 0 is no action.

parametersonl y applies to the 51: i (
maximum number of seconds since the last packet update to trige
AOf flined eGENIO c oSenea ntdh ef ofir 1
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Login Level

Description

Exanples

Login Level: CAEC i Configure
CAER i Data
CAERC i Data
CAEST Configure

The ACAEO commands allow you toM#&el
1000assigns to sensors when the sensordeédo the Sensor Table with the
AutoAdd function. You specify default actions for the following event typ@s:
6Serviceodo, 51: AOofflined, 54: AONnII
event types for all sensor types or for specific sensostype Not e : 1:
event is specific to the CounterRng sensor (sensor type 23). A sensor type of
indicates that the event setup applies to all sensor types.

The parameters fields is only used
MaxAgeparameter).
When the ACAESO command is issued,

AutoAdd event setups for a corresponding sensor type/event type match. If it
match, then th&1lU-1000updates that event setup entry. If it does not find ahy
theMIU-1000 adds the event setup to the end of the table.

Use the ACAERCO command to find tht
setup tabl e. Use the ACAERO commail
ACAECO command clears the table.

Command: CEASO0,51,L,0,0,360

Response: CEASO

Remar ks: Set for all sensors an fAOfflineo e
seconds. The event is set up for logging to the event log.

Command: CAES23,120,B,0,0

Response: CEES23

Remarks: Set for the CounterRng se nsor type (23) the 120:
event type. The event is set up for logging, alarming, and email.

Command: CAERC

Response: CEERC,2

Remarks: Read the number of entries in the AutoAdd event setup table
Command: CAER1

Response: CEER1,0,51,L,0,0,360

Renarks: Read the first entry in the AutoAdd event setup table
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